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(57) ABSTRACT

The goal of the present invention is to improve the useful data
efficiency and reliability in the use of commercially available
ETHERNET controllers, in a distributed real time computer
system, by a number of node computers communicating via
one or more communication channels by means of TT ETH-
ERNET messages. To achieve this goal, a distinction is made
between the node computer send time (KNSZPKT) and the
network send time (NWSZPKT) of a message. The KNSZ-
PKT must wait for the NWSZPKT, so that under all circum-
stances, the start of the message has arrived in the TT star
coupler at the NWSZPKT, interpreted by the clock in the TT
star coupler. The TT star coupler is modified, so that a mes-
sage arriving from a node computer is delayed in an intelli-
gent port of the TT star coupler until the NWSZPKT can send
it precisely at the NWSZPKT into the TT network.
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1
COMMUNICATION METHOD FOR THE
TRANSMISSION OF TT ETHERNET
MESSAGES IN A DISTRIBUTED REAL TIME
COMPUTER SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a Continuation of U.S. patent applica-
tion Ser. No. 12/595,414, filed on Jul. 1, 2010, now U.S. Pat.
No. 8,396,934, issued on Mar. 12, 2013, which is a 371 of
application No. PCT/AT2008/000126 on Apr. 7, 2008.

BACKGROUND OF THE INVENTION

The present invention pertains to a communication method
for transmitting TT ethernet messages in a distributed real
time system, comprising a plurality of node computers,
wherein each node computer has at least one ethernet con-
troller, which ethernet controller is directly connected via a
data line to a port of a TT star coupler clearly assigned to the
node computer, and wherein a plurality of TT star couplers
may be directly or indirectly connected to one another via one
or more data lines in order to form a closed TT network.

Furthermore, the present invention pertains to a TT star
coupler for relaying ethernet messages in an above-men-
tioned communication method.

In the past 20 years, IEEE Ethernet Standard 802.3 has
become so widely accepted that the costs for ethernet-based
communication systems have decreased very sharply based
on the present mass market for ethernet controllers in the field
of personal computers. For these cost reasons, ethernet has
also been increasingly used in real time data processing. In
European Patent EP 1 512 254, a method is disclosed, which
makes it possible to transmit time-triggered messages with
good real time property in an expanded ethernet system—
called TT (time-triggered) ethernet below.

In TT ethernet, a distinction is made between two catego-
ries of messages, conventional ethernet messages (called ET
(event-triggered) messages below) and new TT messages. TT
messages are characterized in that they contain in the ethernet
type field a bit pattern (bit pattern 88d7) authorized by the
ethernet standard management of IEEE. While ET messages
(i.e., conventional ethernet messages) come from a tempo-
rally uncoordinated, open environment and hence may be in
temporal conflict with one another, it is assumed in TT eth-
ernet that all TT messages can be transmitted without
obstructing one another according to an a priori set schedule
in a closed TT network. The closed TT network comprises a
number of node computers that communicate via one or more
TT star couplers.

The useful data efficiency of the transmission of TT mes-
sages in TT ethernet depends greatly on the precision II of the
clock synchronization of TT ethernet controllers in the node
computers, since the time interval between two TT messages
must be greater than twice the precision II to be able to rule
out any collision of TT messages. A hardware support
requires a very precise clock synchronization (approximately
in the range of 1 psec), which is not found in commercially
available ethernet controllers. If the clock synchronization is
performed in the software, then it is difficult to realize a
precision higher than 50 psec, i.e., a time interval of at least
100 psec must be scheduled between two TT ethernet mes-
sages in order to rule out a collision of TT messages in the TT
network. If it is assumed that the transmission time of many
TT messages in a 100 Mbit/sec ethernet system is substan-
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tially shorter than 100 psec, then a useful data efficiency of far
less than 50% may occur when using commercially available
ethernet controllers.

BRIEF SUMMARY OF THE INVENTION

The present invention provides an improvement in the use-
ful data rate and the data safety in a distributed real time
computer system, in which the node computers communicate
by means of time-triggered ethernet messages, as disclosed,
e.g.,inEP 1512 254.

The present invention also provides a network send time,
e.g., a periodic network send time, being a priori allocated to
each TT ethernet message by a scheduler, wherein the port of
the TT star coupler delays a TT ethernet message arriving
from the node computer until the next network send time for
this type of TT ethernet message is reached on its clock, and
wherein the port sends this TT ethernet message into the TT
network exactly at this network send time or within an exactly
upwardly limited time interval beginning at this network send
time.

A distinction is thus made between the node computer send
time (KNSZPKT) and the network send time (NWSZPKT) of
a message. According to the present invention it is proposed
to modify the TT star coupler so that a TT ethernet message
arriving from a node computer is delayed in an intelligent port
of'the TT star coupler up to the NWSZPKT in order to then be
able to send it precisely at the NWSZPKT into the TT net-
work. The KNSZPKT, interpreted by the clock of the sending
node computer, must lie in due time before the NWSZPKT, so
that under all circumstances (i.e., even if the clocks of node
computers and TT star couplers lie at the limits of the preci-
sion interval), the start of the message has arrived in the TT
star coupler at the NWSZPKT, interpreted by the clock in the
TT star coupler. In the interval between KNSZPKT and
NWSZPKT, a temporal and semantic checking of the arriving
TT message can also be performed by the intelligent port of
the TT star coupler in order to improve fault detection. Since
the node computer and TT star coupler form two separate
fault containment regions, the probability of a fault propaga-
tion by a false message can be reduced by a checking of the
message in the independent TT star coupler. Furthermore, the
intelligent port of the TT star coupler can code the message
arriving from the node computer, so that the T'T messages are
transmitted in the network in a coded form.

Other advantageous embodiments are given in the depen-
dent claims.

The following significant economic benefits result from
the present invention:

The useful data efficiency of the transmission of TT mes-
sages can be increased to far more than 90% even if using
commercially available ethernet controllers, which perform
the clock synchronization in software.

The checking of a TT message in the intelligent port of the
TT star coupler reduces the probability of fault propagation
and makes the diagnosis easier.

The coding of the message in the intelligent port of the TT
star coupler increases the safety of the real time system with-
out putting an additional burden on the application computer.

Conventional ethernet controllers can be used without
changes in the hardware for the transmission of TT messages
and ET messages.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is explained in detail below based on
the drawings in a nonlimiting example. In these drawings,
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FIG. 1 shows the structure of a distributed computer system
with a TT star coupler,

FIG. 2 shows the send times of a message, and

FIG. 3 shows the structure of a TT ethernet message.

DETAILED DESCRIPTION OF THE PRESENT
INVENTION

An embodiment of the novel method in a possible example
with three node computers, which are connected via a TT star
coupler, is shown in the following paragraph.

FIG. 1 shows a distributed computer system with a TT star
coupler 101. It comprises the three node computers 111, 112,
113, which are connected to the TT star coupler 101 via
bidirectional lines. The TT star coupler 101 may be connected
to other TT star couplers via the line 100 and thus may be part
of'atime-triggered (TT) network, which comprises a plurality
of TT star couplers. Itis assumed that the clocks of all TT star
couplers that form a TT network have a common time basis of
high precision (better than 1 psec). The TT star coupler 101
comprises the three intelligent ports 121, 122, 123, which are
able to exchange messages via the actual ethernet switch 102.
Each of the intelligent ports 121, 122, 123 has an autonomous
processing capacity, so that messages can be received in
parallel and be processed in the ports at the same time. For
example, each port may have its own computer with local
memory for processing messages. A TT ethernet message
arriving from a node computer, e.g., the node computer 111,
at the assigned port 121 is delayed in the port 121 until the
next, periodically returning network send time (NWSZPKT)
for this type of message is reached. In TT ethernet, a type of
message is clearly set by the periodic send time of a node
computer in a TT network. In contrast thereto, according to
the present invention, the type of TT message is clearly deter-
mined by the periodic network send time (NWSZPKT) of a
message.

FIG. 2 shows the time sequence of sending a periodic
time-triggered message in a cyclic representation of the
period in the example of sending a message by the node
computer 111 and the port 121. The time moves clockwise in
FIG. 2. Since the network send time NWSZPKT 202 of the
intelligent port 121 (as well as the send times of the other
ports 122, 123 and of the other ports of the other TT star
couplers of the closed TT network connected via the connec-
tion 100) is based on a time basis of high precision (a preci-
sion higher than 1 psec can easily be achieved with corre-
sponding hardware support), a message scheduler can
perform the scheduling of collision-free transmission of the
TT messages in the closed TT network with a given small
interval between two messages due to the precision of this
time basis and can thus realize a high useful data rate in the TT
network. After setting the network send times NWSZPKT
202, in a second phase, the scheduling of the time of sending
a TT message by the node computer, the KNSZPKT 201, is
set. Since the KNSZPKT 201 is interpreted by the clock of the
node computer, but the network send time NWSZPKT 202 is
interpreted by the clock of the TT star coupler, the given
precision of the clock synchronization between the node
computer and the star coupler must be taken into account in
the scheduling of the node computer send time KNSZPKT
201, so that, even in the borderline case of the worst synchro-
nization, the start of the message has arrived in due time in the
port of the TT star coupler before the network send time
NWSZPKT 202. The time interval between KNSZPKT and
NWSZPKT must be greater than twice the precision of this
clock synchronization plus the duration of transmission of the
first bit of the message and the duration of an optional pre-
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processing of the message in the port of the TT star coupler.
Furthermore, it must be guaranteed that the rest of the mes-
sage is available in the port before this rest of the message
must be sent, so that a sending operation, once it has begun,
does not have to be interrupted.

Ifthe clock of the node computer is not synchronized with
the clock of the TT star coupler, then the KNSZPKT 201 is
random. In this degenerated case, a message arriving from a
node computer is delayed in the port of the TT star coupler
until the next periodic NWSZPKT 202 for this type of TT
message is reached. If a plurality of TT messages of the same
type of TT message arrive during a single message period,
then a fault message is generated at a diagnostic computer and
none of the TT messages are sent further, since obviously a
fault has occurred.

The precision of the clock synchronization between the TT
star couplers of the TT network and a node computer that can
be achieved depends essentially on the type of clock synchro-
nization in the node computer, since it is assumed that all TT
star couplers have a clock synchronization of high precision
supported by corresponding hardware. If a clock synchroni-
zation is achieved via software in the node computer, then it
may be difficult to achieve a precision higher than 50 psec.
However, if the node computer has special synchronization
hardware, e.g., a clock synchronization hardware corre-
sponding to the IEEE 1588 standard, then a considerably
higher precision can be achieved. Thus, the present invention
supports end systems of different grades, which are equipped
with different commercially available ethernet controllers,
without reducing the useful data efficiency of TT ethernet
message transmission in the TT network.

The attributes of a TT message, suchas KNSZPKT 201 and
NWSZPKT 202, as well as a predicate of a message, to be
optionally checked by the star coupler, must be known before
sending the TT message. These attributes may be set either
statically by an oft-line scheduler before the running time or
they may be dynamically determined on-line by a TT ethernet
service node at the prompting of a node computer immedi-
ately before sending the message. A node computer may also
prompt a TT ethernet service node via standard ET ethernet
messages to dynamically schedule a new TT message. Such a
TT ethernet service node may be connected to the TT star
coupler 101, like any other ethernet node computer. For
example, in FIG. 1 the node 113 may be such a TT ethernet
service node. In another expression of the same invention, the
TT ethernet service node may also be integrated in the TT star
coupler. Such a TT ethernet service node may also have
access to an exact, external time basis, e.g., via a GPS receiver
or via an atomic clock. The TT ethernet service node may
distribute this external time via ethernet messages to all TT
star couplers and node computers in the subject TT network.
The distribution of the time can take place corresponding to
an existing standard, e.g., the IEEE standard 1588. This stan-
dard is already supported by the hardware of a few micro-
computers. If a node computer supports such a synchroniza-
tion standard, then the time interval between KNSZPKT 201
and NWSZPKT 202 can be kept short based on the achievable
high precision of the clock of the node computer and thus the
latency in the transmission of real time information can be
reduced. If such a hardware-based support of the clock syn-
chronization is not given in the node computer, a longer
transmission latency must be accepted.

If the TT ethernet service node sends the network send
times NWSZPKT 202 of all TT messages a priori to all TT
star couplers affected by the message transport, then the TT
star couplers can already keep clear or clear corresponding to
the transmission channels of ET messages needed for the
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transport of the TT message at NWSZPKT in due time before
the arrival of a TT message and thus make possible the trans-
portof a TT message at NWSZPKT with minimal latency on
the reserved free lines. Such a minimal message latency, in
which the delay amounts to only a few bits in a star coupler
(i.e., only small fractions of a psec in a 100 Mbit/sec ethernet
system), it is especially important in systems that contain a
plurality of TT star couplers, for example, when a bus cabling
shall be supported by connecting many TT star couplers in
series and the simultaneous arrival of a TT message in a
plurality of node computers is important.

To guarantee that the global time, all NWSZPKTs of the
TT messages and all attributes needed for fault recognition of
the ethernet messages expected at a port are present again
within a prespecified restart time in the TT star couplers at the
intelligent ports 121, 122, 123 of the TT star coupler after a
transient failure of the TT star coupler, the global time and the
TT message attributes are sent periodically from one or more
service nodes to the TT star couplers. The TT star coupler 101
periodically passes the global time on to the node computers
111, 112, 113 assigned directly to it, so that the node com-
puters can be synchronized to the global time.

In a distributed real time system, each node computer 111,
112 and 113 and the star coupler 101 form a Fault Contain-
ment Unit (FCU), i.e., they shown the immediate results of a
fault (software or hardware) only within the FCU conse-
quences. An FCU can indirectly have a negative effect on the
communication system and other node computers via fault
messages (in value or time range). The faulty FCUs must
therefore be isolated. If only one of the node computers 111,
112, 113 is faulty, then, in the general case, no assumptions
about the behavior of the faulty node computer can be made.
Therefore, a fault isolation is only possible if two independent
FCUs are present, one FCU (e.g., the node computer 111)
shows a faulty behavior, while an independent second FCU
(e.g., the TT star coupler 101) recognizes this faulty behavior
and prevents fault propagation. Corresponding to the present
invention, a distinction is made between trusted and not
trusted units. Itis assumed that the star coupler 101 and the TT
ethernet service node are trusted and the node computers 111,
112, 113 are generally not trusted. The trusted star coupler
101 prevents a fault of a node computer 111, 112, 113 from
being able to have adverse effects on the time behavior of the
transmission of TT messages of fault-free node computers,
whether in the hardware or software, whether accidental or
intentional (security breach). To prevent a malicious sender
from being able to send false TT message attributes to the TT
star coupler, these TT message attributes are transmitted from
the TT service node to the TT star coupler in a cryptographi-
cally coded form.

If a further preprocessing of the message is performed in
the intelligent port 121, then the WCET (Worst Case Execu-
tion Time) of this preprocessing is to be included in the
scheduling of the time interval between KNSZPKT 201 and
NWSZPKT 202. Such a preprocessing may be that the con-
tents of the message are coded in the intelligent port 121 or
that a predicate is checked via the contents of the message in
order to reduce the probability of fault propagation by a fault
in the value range, caused by the node computer 111. Fur-
thermore, an expected window of receipt with the start time
210 and end time 211 can be predetermined in the scheduling
of the message, so that a fault in the time range of the mode
computer 111 can be recognized by the port 121 of the inde-
pendent TT star coupler 101. If a fault is recognized by the
port 121, then port 121 will send an ET diagnostic message to
a diagnostic computer. Since the node computer 111 and the
assigned port 121 are arranged in two independent Fault
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Containment Regions, it is ruled out that only one fault source
causes a fault and at the same time turns off the fault detection.
For this reason, the observation of the behavior by the node
computer 111 in the assigned intelligent port 121 is an espe-
cially effective way to detect faults.

The intelligent port assigned to a node computer, e.g., the
port 121 in relation to the node computer 111, may crypto-
graphically code an arriving TT message before it is sent into
the network. The port 121 must correspondingly decode all
coded messages arriving from the network before a message
is transmitted to the node computer 111. The code manage-
ment for coding and decoding TT messages takes place with
coded ET messages.

FIG. 3 shows a possible structure of a time-triggered (TT)
ethernet message. The fields 301 to 305 and the fields 310 to
312 are predetermined in the ethernet standard. In agreement
with the IEEE ethernet standard management, it was set forth
that all protocol-specific TT ethernet messages in the tag type
field 305 contain the bit pattern 88d7 in order to be able to
clearly identify each TT ethernet message worldwide. Appli-
cation messages may optionally be depicted in temporal rela-
tion to TT messages and thus may be provided with exactly
defined time behavior. Such messages retain the already pre-
defined tag type field. As an example, a two-byte TT control
field 306 in a possible, but not the only possible embodiment
of'the present invention is provided in FIG. 3. The first byte of
the field 306 contains control information about the TT mes-
sage, e.g., whether the TT message is a synchronization mes-
sage. By means of another bit in the TT control field 306, a
distinction is made whether the message is a periodic TT
message or a sporadic TT message. A periodic TT message is
sent in each period assigned to this type of TT message. A
sporadic TT message is not sent in each period assigned to
this type of message. While a periodic TT message can be
interpreted by the receiver node as a vital sign of the sender
node, whose failure announces a transient or permanent fail-
ure of the sender, this is not the case in a sporadic T'T message.

The second byte of the field 306 contains the length of the
TT ethernet message, which is measured in units of 8 bytes.
The field 307, the period ID, sets the position of the current
period in the global time with a horizon of 16 bits. The
KNSZPKT 201, which is interpreted by the clock ofthe node
computer, is contained in field 307. The network send time
NWSZPKT 202, which is interpreted by the clock of the TT
star coupler, is contained in field 308. The NWSZPKT also
clearly defines the type of TT ethernet message, i.e., the
message ID. As already mentioned, the network send times
NWSZPKT 202 of all TT messages must be scheduled by a
scheduler so that there is no collision of TT messages in the
given TT network. By contrast, itis possible that a plurality of
node computers may send their TT message at the same
KNSZPKT 201 at the ports of the TT star couplers assigned to
them.

Finally, summarized once again, the goal of the present
invention is to provide an improvement in useful data effi-
ciency and safety when using commercially available ETH-
ERNET controllers in a distributed real time computer sys-
tem by a number of node computers communicating via one
or more communication channels by means of TT ETHER-
NET messages. To achieve this goal, a distinction is made
between the node computer send time (KNSZPKT) and the
network send time (NWSZPKT) of a message. The KNSZ-
PKT, interpreted by the clock of the sending node computer,
must lie in due time before the NWSZPKT, so that under all
circumstances (i.e., even if the clocks of node computers and
TT star couplers lie at the limits of the precision interval) the
start of the message has arrived in the TT star coupler at
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NWSZPKT, interpreted by the clock in the T'T star coupler. It
is proposed to modify the TT star couplers so that a message
arriving from a node computer is delayed in an intelligent port
of the TT star coupler until NWSZPKT in order to be able
then to send it into the TT network precisely at NWSZPKT.

The above-described concrete embodiment of the present
invention represents only one of many embodiment possibili-
ties of the present invention.

What is claimed is:

1. A communication method for the transmission of TT
ethernet messages in a distributed real time computer system,
the computer system comprising a plurality of node comput-
ers, wherein each node computer has at least one ethernet
controller, wherein the ethernet controller is connected via a
dataline directly to a port of a TT star coupler clearly assigned
to the node computer, and wherein a plurality of TT star
couplers can be directly or indirectly connected to one
another via one or more data lines in order to forma closed TT
network,

wherein the communication method comprises:

a scheduler a priori allocating a network send time to
each TT ethernet message;

a port of the TT star coupler delaying a TT ethernet
message arriving from the node computer until the
next network send time for this type of TT ethernet
message is reached on its clock; and

the port sending the TT ethernet message into the TT
network exactly at the network send time or within an
exactly upwardly limited time interval beginning at
the network send time;

characterized in that a TT star coupler clears the transmis-

sion channels needed for the transmission of a TT mes-

sage between TT star couplers and node computers in

due time for the expected TT message based on the a

priori knowledge of the future network send time of the

TT messages.

2. The communication method in accordance with claim 1,
characterized in that a periodic node computer send time is a
priori allocated to a type of TT ethernet message by a sched-
uler, which node computer send time is interpreted by the
clock of the sending node computer and which sets the sched-
uled send time of the message from the node computer to the
assigned port of the TT star coupler of a message, and wherein
the interval between the node computer send time and the
network send time is longer than twice the precision of the
clock synchronization between the clock of the node com-
puter and of the TT star coupler plus the duration of the
transport of the first bit of the message and the duration of an
optional preprocessing of the TT ethernet message in the
autonomous TT star coupler port, so that the start of the
message is ready in due time before the network send time for
the transmission into the TT network and consequently the
entire message is continuously made ready in due time for the
further, continuous transmission into the TT network.

3. The communication method in accordance with claim 1,
characterized in that the periodic network send time is con-
tained in the received TT message.

4. The communication method in accordance with the
claim 1, characterized in that the periodic node computer send
time is contained in the TT message.

5. The communication method in accordance with claim 1
characterized in that the intelligent port of a TT star coupler
receives from an independent TT ethernet service node the
global time and the attributes, specified in the time range, of
the TT messages expected at this port and dynamically checks
whether an arriving TT message corresponds to these a priori
specified attributes.
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6. The communication method in accordance with claim 1,
characterized in that the intelligent port of a TT star coupler
dynamically checks the attributes, specified in the value
range, of the TT messages expected at this port whether an
arriving TT message corresponds to these a priori specified
attributes.

7. The communication method in accordance with claim 5,
characterized in that the intelligent port of a TT star coupler
periodically receives from one or more independent TT eth-
ernet service nodes the global time and the specified attributes
of the TT messages to be received, so that, within a period
after the transient failure of the TT star coupler, the TT star
coupler again has available all status information needed for
satistying fault detection.

8. The communication method in accordance with claim 5,
characterized in that the independent TT ethernet service
node transmits the TT message attributes to the ports of the
TT star couplers in a cryptographically coded form.

9. The communication method in accordance with claim 1,
characterized in that the intelligent port of a TT star coupler
sends an ET ethernet message to a diagnostic computer if an
arriving TT message of one or more of the specified attributes
violates the time range or the value range.

10. The communication method in accordance with claim
1, characterized in that the TT star coupler periodically for-
wards the global time to the node computers directly con-
nected to the TT star coupler.

11. The communication method in accordance with claim
1, characterized in that the intelligent port of a TT star coupler
codes an arriving TT message cryptographically.

12. The communication method in accordance with claim
1, characterized in that the intelligent port of a TT star coupler
assigned directly to the node computer cryptographically
decodes a message arriving from the network before the mes-
sage is sent to the node computer.

13. The communication method in accordance with claim
11, characterized in that the information needed for the code
management for the coding and decoding of the TT messages
is transmitted in coded ET messages.

14. The communication method in accordance with claim
1, characterized in that a distinction is made between periodic
and sporadic TT messages.

15. The communication method in accordance with claim
1, characterized in that, in a first phase, a conflict-free time
schedule for the network send times of all TT messages is
calculated, taking into account the good precision of the TT
star coupler clocks and, in a second phase, based on this time
schedule, the node computer send times of the TT messages to
be sent by the node computers are determined, taking into
account the individual precision of each individual node com-
puter and an optional preprocessing of the message in the port
of'the TT star coupler assigned to the message.

16. A TT ethernet service node computer, characterized in
that the TT ethernet service node computer carries out the
communication method of claim 15 dynamically on-line.

17. A TT star coupler for relaying ethernet messages in a
communication method in accordance with claim 1, charac-
terized in that the TT star coupler comprises a central switch
and a number of intelligent ports, wherein each of the ports
contains an autonomous intelligent subsystem with its own
CPU and memory, and wherein the subsystem is additionally
set up to process arriving ethernet messages in parallel.

18. The TT star coupler for relaying ethernet messages in
accordance with claim 17, characterized in that the clocks of
all TT star couplers that form a TT network are synchronized
in a highly precise manner.
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19. A TT star coupler for relaying TT ethernet messages,
characterized in that the TT star coupler carries out one or
more of the process steps specified in claim 1.

#* #* #* #* #*
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